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 Abstract 
 SmaUWSZiWcheV aUe fXndamenWal bXilding blockV of a DiVWUibXWed SeUYiceV PlaWfoUm in a Wop-of-Uack 

 foUm facWoU. ThiV neZ caWegoU\ of pUodXcW can be eaVil\ inWegUaWed inWo an\ neZ oU e[iVWing enWeUpUiVe 

 and cloXd enYiUonmenW, UegaUdleVV of ZheWheU iW iV pXblic, pUiYaWe oU h\bUid. 

 Summar\ 
 EnWeUpUiVe  neWZoUkV  and  cloXd  compXWing  can  benefiW  fUom  diVWUibXWing  VeUYiceV  cloVeVW  Wo  ZheUe  daWa 

 iV cUeaWed foU VcalabiliW\ and peUfoUmance UeaVonV. TZo appUoacheV haYe been pUopoVed: 

 ●  SPaUWNIC  , i.e. a PCIe caUd WhaW iV inVWalled in an\  VeUYeU Wo implemenW diVWUibXWed VeUYiceV 

 ●  SPaUWSZLWch  , a Wop-of-Uack VZiWch WhaW, in addiWion  Wo implemenWing all claVVical neWZoUk 

 pUoWocolV, alVo VXppoUWV diVWUibXWed VeUYiceV foU all Whe hoVWV in Whe Uack. 

 SmaUWSZiWcheV can be eaVil\ inWegUaWed inWo an\ neZ oU e[iVWing enWeUpUiVe and cloXd enYiUonmenW 

 UegaUdleVV of ZheWheU iW iV pXblic, pUiYaWe oU h\bUid. SmaUWSZiWcheV do noW UeTXiUe changeV Wo  Whe 

 VeUYeUV· haUdZaUe oU VofWZaUe, Whe\ do noW make an\ aVVXmpWionV on Whe VeUYeU opeUaWing V\VWemV oU 

 UeTXiUe an\ dUiYeU oU agenW Wo be inVWalled on Whe VeUYeUV, Zhile pUoYiding diVWUibXWed VeUYiceV aW Vcale 

 and ZiUe-UaWe. The\ aUe ideal foU an\ bUoZnfield deplo\menW. 
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 A Histor\ of NetZork SZitches 

 1990V: La\eU 2 SZLWcKeV 

 NeWZoUk VZiWcheV (  sZitches  foU VhoUW) aUe Whe eYolXWion  of neWZoUk bUidgeV ZhoVe behaYioU ZaV 

 defined b\ Whe InVWiWXWe of ElecWUical and ElecWUonicV EngineeUV (IEEE) in Whe VWandaUd IEEE 802.1 Wo 

 connecW WZo oU moUe EWheUneW VegmenWV. SZiWch and VZiWching aUe WeUmV WhaW do noW e[iVW in 

 VWandaUdV; Whe\ ZeUe inWUodXced Wo indicaWe a mXlWipoUW bUidge. 

 IniWiall\, VZiWcheV ZeUe pXUe la\eU 2 deYiceV WhaW foUZaUded EWheUneW fUameV ZiWhoXW knoZing WheiU 

 conWenW and ZiWhoXW modif\ing Whe fUameV, WhXV pUoYiding connecWiYiW\ foU Whe man\ la\eU 3 pUoWocolV 

 deplo\ed in WhoVe da\V. The foUZaUding model of la\eU 2 VZiWcheV iV VWUaighWfoUZaUd and baVed on Whe 

 e[act  lookXp of Whe deVWinaWion MAC addUeVV in a foUZaUding  (oU filWeUing) Wable; WhiV  iV XVXall\ 

 accompliVhed ZiWh a haVhing Wable, Zhich iV eaV\ Wo implemenW in haUdZaUe. La\eU 2 VZiWcheV do noW 

 UeTXiUe an\ configXUaWion; Whe foUZaUding Wable iV iniWiall\ empW\ and iV popXlaWed b\ aVVociaWing Whe 

 VoXUce MAC addUeVV of a fUame being UeceiYed ZiWh Whe poUW WhUoXgh Zhich iW iV UeceiYed - a 

 WechniTXe called  backZard learning  . When Whe lookXp  of Whe deVWinaWion MAC addUeVV failV (i.e., Whe 

 aVVociaWion of Whe MAC addUeVV ZiWh a poUW haV noW \eW been done), Whe fUame iV foUZaUded on all 

 poUWV oWheU Whan Whe one iW ZaV UeceiYed fUom - a WechniTXe named VelecWiYe bUoadcaVW. 

 ThiV foUZaUding WechniTXe ZoUkV onl\ on a WUee Wopolog\ becaXVe backZaUd leaUning doeV noW 

 opeUaWe pUopeUl\ Zhen fUameV WUaYel along a loop and VelecWiYe bUoadcaVW cUeaWeV copieV of fUameV 

 WUaYeling along a loop XnWil Whe capaciW\ of linkV and/oU VZiWcheV iV VaWXUaWed. On a meVh Wopolog\, 

 Whe Spanning TUee pUoWocol iV deplo\ed Wo block a VeW of poUWV WhaW aUe noW XVed Wo enVXUe WhaW 

 foUZaUding WakeV place on a WUee. Blocking poUWV iV inefficienW fUom a bandZidWh peUVpecWiYe becaXVe 

 Whe coUUeVponding linkV, alWhoXgh poWenWiall\ capable of caUU\ing WUaffic, aUe noW being XVed. In Whe 

 nineWieV, WheUe ZaV a loW of innoYaWion aUoXnd Whe Vpanning WUee pUoWocol WU\ing Wo incUeaVe Whe oYeUall 

 neWZoUk bandZidWh, bXW all pUopoVed VolXWionV inWUodXce VignificanW comple[iW\ in Whe neWZoUk deVign 

 and configXUaWion Wo enVXUe high bandZidWh XWili]aWion. 

 2000V: TKe IQWURdXcWLRQ Rf La\eU 3 SZLWcKeV 

 In Whe 2000V, iW became appaUenW WhaW Whe onl\ VXUYiYing la\eU 3 pUoWocol ZaV IPY4 (InWeUneW PUoWocol 

 YeUVion 4). TheUefoUe, iW made VenVe Wo b\paVV Whe limiWV of Whe Spanning TUee PUoWocol b\ 

 implemenWing IPY4 UoXWing inWo Whe VZiWcheV. La\eU 3 VZiWcheV ZeUe boUn. IP foUZaUding  doeV noW 

 UeTXiUe blocking an\ poUW in Whe neWZoUk, hence iW can Wake adYanWage of all Whe linkV in a neWZoUk. 
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 TUadiWionall\ a La\eU 3 VZiWch foUZaUdV all WUaffic Wo a deVWinaWion on Whe Vame paWh. HoZeYeU, a 

 feaWXUe called ECMP (ETXal CoVW MXlWi PaWh) eYen enableV Wo load balance WUaffic Wo each 

 deVWinaWion among mXlWiple paWhV WhaW aUe conVideUed Wo haYe Whe Vame coVW accoUding Wo Whe 

 UoXWing pUoWocol in XVe, like foU e[ample BGP (BoUdeU GaWeZa\ PUoWocol). 

 AppUeciaWing Whe diffeUence beWZeen la\eU 2 (L2) foUZaUding and la\eU 3 (L3) foUZaUding iV eVVenWial Wo 

 XndeUVWanding Zh\ La\eU 3 VZiWcheV aUe VXbVWanWiall\ moUe comple[ Whan La\eU 2 VZiWcheV. AW Whe IP 

 leYel, foUZaUding iV done packeW-b\-packeW b\ looking Xp Whe deVWinaWion IP addUeVV inWo a foUZaUding 

 Wable ZiWh a WechniTXe called LPM (LongeVW PUefi[ MaWch), Zhich iV mXch moUe comple[ Wo 

 implemenW in haUdZaUe Whan Whe e[acW, poVVibl\ haVh-baVed, maWching UeTXiUed in L2 VZiWching. 

 Deplo\ing LPM enableV Whe UoXWing Wable noW Wo inclXde all Whe poVVible IP addUeVVeV, bXW jXVW pUefi[eV, 

 WhXV alloZing foU laUgeU neWZoUkV ZiWhoXW pUopoUWionall\ laUgeU foUZaUding WableV. A pUefi[ iV e[pUeVVed 

 aV a combinaWion of an IP addUeVV and a neWmaVk Wo idenWif\ Zhich biWV in Whe addUeVV UepUeVenW Whe 

 pUefi[. Being 32 biW long, a neWmaVk iV cXmbeUVome Wo ZUiWe and noW inWXiWiYe Wo XndeUVWand; hence 

 ofWen Whe lengWh of Whe pUefi[ - oU nXmbeU of moVW VignificanW biWV in Whe addUeVV WhaW UepUeVenW Whe 

 pUefi[ - iV e[pliciWl\ indicaWed (e.g., /16, /24). 

 An enWU\ of Whe foUZaUding Wable can be XVed Wo deWeUmine Whe foUZaUding infoUmaWion (e.g., Whe ne[W 

 hop and/oU oXWpXW inWeUface) foU an\ packeW ZiWh a deVWinaWion addUeVV WhaW haV WhaW pUefi[ in iWV moVW 

 VignificanW biWV. If mXlWiple enWUieV maWch, Whe VZiWch VelecWV Whe one ZiWh Whe longeVW pUefi[: Vince iW 

 UefeUV Wo a VmalleU VeW of addUeVVeV, iW iV VomeZhaW moUe Vpecific Wo Whe deVWinaWion aW hand. 

 ThiV kind of foUZaUding iV VWaWeleVV Vince each packeW iV foUZaUded independenWl\ of pUeYioXV packeWV. 

 WiWh Whe gUoZing Vi]e of ICV (InWegUaWed CiUcXiWV), moUe feaWXUeV ZeUe added Wo la\eU 3 VZiWcheV, VXch 

 aV ACLV (AcceVV ConWUol LiVWV) Wo claVVif\ and filWeU packeWV, VWill in a VWaWeleVV faVhion, ZiWh limiWed 

 VcalabiliW\. 
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 In WeUmV of neWZoUk deVign, Whe pUefeUUed Wopolog\ ZaV a CoUe-AggUegaWion-AcceVV DeVign (picWXUe 

 coXUWeV\ of DineVh DXWW): a mi[WXUe of la\eU 2 aW Whe peUipheU\ and la\eU 3 in Whe neWZoUk'V coUe, Wo 

 alloZ la\eU 3 VXbneWV Wo Vpan acUoVV mXlWiple edge VZiWcheV. ThiV alloZV, foU e[ample, ViUWXal Machine 

 mobiliW\ among Whe VeUYeUV connecWed Wo Whe Vame acceVV VZiWcheV. ThiV deVign pUoYided moUe 

 aggUegaWe bandZidWh Whan a pXUe la\eU 2 appUoach, bXW VWill had a boWWleneck in Whe WZo coUe and 

 aggUegaWion VZiWcheV: WUaffic Wo all deVWinaWionV noW aWWached Wo Whe Vame paiU of acceVV VZiWcheV 

 mXVW WUaYel WhUoXgh Whe acceVV VZiWch idenWified aV Whe UooW of Whe Vpanning WUee. 

 2010: MRdeUQ L3 SZLWcKeV 

 In Whe ne[W decade, ZiWh Whe adYenW of eYen denVeU inWegUaWed ciUcXiWV, la\eU 3 VZiWcheV gained oWheU 

 fXncWionaliW\ WhaW can be gUoXped in WhUee caWegoUieV. 

 Clos NetZork and ECMP Support 

 CloV neWZoUkV UemoYe Whe boWWleneck pUeVenW in Whe coUe of Whe CoUe-AggUegaWion-AcceVV DeVign. A 

 CloV neWZoUk iV a mXlWiVWage neWZoUk WhaW ChaUleV CloV fiUVW foUmali]ed in 1952. IW iV a WZo-VWage neWZoUk 

 in iWV VimpleVW embodimenW, like Whe one VhoZn in Whe figXUe, bXW iW can Vcale Wo an aUbiWUaU\ nXmbeU of 

 VWageV. 
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 In WheiU cXUUenW XVage and WeUminolog\, WZo-VWage CloV neWZoUkV haYe leaYeV (eTXiYalenW Wo acceVV 

 VZiWcheV) and VpineV (eTXiYalenW Wo aggUegaWion VZiWcheV). The VpineV inWeUconnecW Whe leaYeV, and 

 Whe leaYeV connecW Whe neWZoUk XVeUV. The neWZoUk XVeUV aUe moVWl\, bXW noW onl\ Whe VeUYeUV and can 

 inclXde neWZoUk applianceV, Zide-aUea UoXWeUV, gaWeZa\V, and Vo on. No neWZoUk XVeUV aUe aWWached 

 Wo Whe VpineV. 

 The CloV Wopolog\ iV Zidel\ accepWed in daWa cenWeU and cloXd neWZoUkV becaXVe iW VcaleV 

 hoUi]onWall\: adding moUe leaYeV alloZV Wo connecW aV man\ neWZoUk XVeUV aV needed, Zhile adding 

 moUe VpineV enableV VXppoUWing laUgeU amoXnWV of EaVW-WeVW WUaffic. In facW, WUaffic Wo deVWinaWionV noW 

 aWWached Wo Whe Vame leaf can WUanViW WhUoXgh an\ of Whe VpineV (and coUUeVponding link connecWing 

 Whe VelecWed Vpine Wo Whe VoXUce and deVWinaWion leaf). In oUdeU Wo enable WhiV, boWh leaYeV and VpineV 

 mXVW be la\eU 3 VZiWcheV (aV la\eU 2 VZiWcheV ZoXld block all leaf-Vpine linkV bXW one) and enVXUe WhaW 

 all VpineV aUe being XVed Zhen foUZaUding packeWV.  ThiV iV achieYed WhUoXgh a WechniTXe called 

 eTXal-coVW mXlWipaWh (ECMP) WhaW VWoUeV mXlWiple ne[W hopV (e.g., VpineV) foU Whe Vame deVWinaWion and 

 load-balanceV foUZaUded packeWV Wo all of Whem. 

 NetZork Virtuali]ation Support 

 NeWZoUk YiUWXali]aWion enableV Whe definiWion of mXlWiple independenW and VepaUaWe YiUWXal neWZoUkV 

 on a Vingle ph\Vical neWZoUk. In oWheU ZoUdV, alWhoXgh WheUe iV a Vingle VeW of VZiWcheV and linkV 

 (ph\Vical neWZoUk), mXlWiple neWZoUkV can be defined: Whe configXUaWion (e.g., addUeVVing Vcheme) of 

 each neWZoUk iV independenW fUom Whe oWheUV and Whe WUaffic iV compleWel\ VepaUaWed fUom Whe oWheUV. 

 OYeUla\ neWZoUkV aUe a common Za\ Wo VaWiVf\ WhiV UeTXiUemenW. An oYeUla\ neWZoUk iV a YiUWXal 

 neWZoUk bXilW on an XndeUla\ neWZoUk, i.e., a ph\Vical infUaVWUXcWXUe. 
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 The XndeUla\ neWZoUk'V pUimaU\ UeVponVibiliW\ iV foUZaUding Whe oYeUla\ encapVXlaWed packeWV (foU 

 e[ample, XVing VXLAN encapVXlaWion) acUoVV Whe XndeUla\ neWZoUk efficienWl\ XVing ECMP Zhen 

 aYailable. The XndeUla\ pUoYideV a VeUYice Wo Whe oYeUla\. In modeUn neWZoUk deVignV, Whe XndeUla\ 

 neWZoUk iV alZa\V an IP neWZoUk (eiWheU IPY4 oU IPY6) becaXVe Ze aUe inWeUeVWed in UXnning oYeU a CloV 

 fabUic WhaW UeTXiUeV IP UoXWing. 

 In oYeUla\V, iW iV poVVible Wo decoXple Whe IP addUeVVeV XVed b\ Whe applicaWionV (oYeUla\) fUom Whe IP 

 addUeVVeV XVed b\ Whe infUaVWUXcWXUe (XndeUla\). The VMV WhaW UXn a XVeU applicaWion ma\ XVe a feZ 

 addUeVVeV fUom a cXVWomeU IP VXbneW (oYeUla\), ZheUeaV Whe VeUYeUV WhaW hoVW Whe VMV XVe IP 

 addUeVVeV WhaW belong Wo Whe cloXd pUoYideU infUaVWUXcWXUe (XndeUla\). VXLAN iV pUobabl\ Whe 

 beVW-knoZn encapVXlaWion pUoWocol foU oYeUla\ neWZoUkV.The poinWV ZheUe packeWV aUe 

 encapVXlaWed/decapVXlaWed aUe called VTEPV (VXLAN WXnnel endpoinWV). 

 AV Ze menWioned in Whe inWUodXcWion, CoUe-AggUegaWion-Edge neWZoUkV alloZed la\eU 2 domainV 

 (WhaW iV, la\eU 2 bUoadcaVW domainV) Wo Vpan mXlWiple VZiWcheV. The VID (VLAN idenWifieU) ZaV Whe 

 VWandaUd Za\ Wo VegUegaWe Whe WUaffic fUom diffeUenW XVeUV and applicaWionV. Each VLAN caUUied one 

 oU moUe IP VXbneWV WhaW ZeUe Vpanning mXlWiple VZiWcheV. 

 CloV neWZoUk changed WhiV b\ mandaWing UoXWing beWZeen Whe leaYeV and Whe VpineV and limiWing Whe 

 la\eU 2 domainV Wo Whe VoXWheUn paUW of Whe leaYeV WoZaUd Whe hoVWV. The Vame iV WUXe foU Whe IP VXbneWV 

 ZheUe Whe hoVWV aUe connecWed. VXLAN VolYeV Whe pUoblem of XVing CloV neWZoUkV Zhile aW Whe Vame 

 Wime pUopagaWing a la\eU 2 domain oYeU Whem. In a nXWVhell, VXLAN caUUieV a VLAN acUoVV a UoXWed 

 neWZoUk. In eVVence, VXLAN enableV VeamleVV connecWiYiW\ of VeUYeUV b\ alloZing Whem Wo conWinXe Wo 

 VhaUe Whe Vame la\eU 2 bUoadcaVW domain. 
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 SDN Support 

 AW Whe end of Whe pUeYioXV cenWXU\, all Whe cUXcial pUoblemV in neWZoUking ZeUe VolYed. On m\ 

 bookVhelf, I VWill haYe a cop\ of InWeUconnecWionV: BUidgeV and RoXWeUV b\ Radia PeUlman daWed 1993. 

 In heU book, PeUlman pUeVenWV Whe Vpanning WUee pUoWocol foU bUidged neWZoUkV, diVWance YecWoU 

 UoXWing, and link-VWaWe UoXWing: all Whe eVVenWial WoolV WhaW Ze XVe Woda\ Wo bXild a neWZoUk. DXUing Whe 

 folloZing WZo decadeV, WheUe haYe been impUoYemenWV, bXW Whe\ ZeUe minoU, incUemenWal. The moVW 

 VignificanW change haV been Whe dUamaWic incUeaVe in link Vpeed. 

 In 2008, PUofeVVoU Nick McKeoZn and oWheUV pXbliVhed WheiU mileVWone papeU on OpenFloZ. 

 EYeU\bod\ goW e[ciWed and WhoXghW WhaW ZiWh VofWZaUe-defined neWZoUking (SDN), neWZoUkV ZoXld 

 change foUeYeU. The\ did, bXW iW ZaV a WUanVienW change; man\ people WUied OpenFloZ, bXW 

 feZ adopWed iW. FiYe \eaUV laWeU, moVW of Whe bUidgeV and UoXWeUV ZeUe VWill ZoUking aV deVcUibed b\ 

 PeUlman in heU book. 

 BXW WZo UeYolXWionV had VWaUWed: 

 ●  A diVWUibXWed conWUol plane ZiWh open API 

 ●  A pUogUammable daWa plane 

 The Vecond one ZaV noW VXcceVVfXl becaXVe iW ZaV Woo Vimple and didn'W map Zell Wo haUdZaUe. 

 HoZeYeU, iW cUeaWed Whe condiWion foU Whe deYelopmenW of P4 aUchiWecWXUe Wo addUeVV WhoVe iVVXeV. 

 OpenFloZ impacWed eYen moUe hoVW neWZoUking, ZheUe Whe SDN concepW iV XVed in a pleWhoUa of 

 VolXWionV. 

 SDN enableV YiUWXali]ed neWZoUkV ZiWh a leVV comple[ oYeUla\ noW baVed on UXnning conWUol pUoWocolV 

 like BGP, bXW pUogUammed WhUoXgh an SDN conWUolleU. 

 Scalabilit\ Considerations 

 TheVe VZiWcheV haYe impUeVViYe peUfoUmance in WeUmV of bandZidWh and PPS (PackeW PeU Second) bXW 

 Whe\ aUe VXbVWanWiall\ VWaWeleVV deYiceV WhaW aUe noW idoneoXV Wo implemenW VWaWefXl VeUYiceV like 

 fiUeZall, NAT, load balancing, eWc. The\ alVo haYe VcalabiliW\ iVVXeV in Whe nXmbeU of UoXWeV and ACLV 

 WhaW Whe\ can VXppoUW. 

 ScalabiliW\ iV cUiWical becaXVe each YiUWXal neWZoUk haV iWV addUeVVing Vpace WhaW cannoW be 

 aggUegaWed ZiWh one of Whe oWheUV and iWV oZn VepaUaWe WableV foU VeUYiceV like ACL, NAT, eWc.. Hence, 

 eYen WhoXgh Whe YiUWXal Wopolog\ of YiUWXali]ed neWZoUkV ma\ be VimpleU Whan Whe ph\Vical Wopolog\, 
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 and hence UoXWing WableV VmalleU Whan Whe oneV of Whe ph\Vical neWZoUk, VWill Whe amoXnW of memoU\ 

 UeTXiUed foU UoXWing WableV and daWa VWUXcWXUeV foU oWheU VeUYiceV incUeaVeV Whe Vi]e of UoXWing WableV. 

 MoUeoYeU, VTEP mapping UeTXiUeV laUge WableV WhaW aUe noW pUeVenW in WUadiWional VZiWcheV WhaW do noW 

 VXppoUW neWZoUk YiUWXali]aWion. 

 2020: SPaUWSZLWcKeV (DLVWULbXWed SeUYLce SZLWcKeV) 

 SmaUWSZiWcheV, a.k.a DiVWUibXWed SeUYice SZiWcheV, add Wo Whe VWaWe of Whe aUW la\eU 3 VZiWcheV a Uich 

 collecWion of ZiUe-UaWe VWaWefXl VeUYiceV, e.g., fiUeZall, LB (Load BalanceU), NAT (NeWZoUk AddUeVV 

 TUanVlaWion, TAP (TeVW AcceVV PoinW) NeWZoUk (WUaffic obVeUYabiliW\), VWUeaming WelemeWU\, eWc. A 

 SmaUWSZiWch can appl\ WheVe VeUYiceV boWh Wo Whe XndeUla\ neWZoUk and Wo Whe oYeUla\ neWZoUk. In 

 Whe Vecond caVe, Whe\ aUe W\picall\ colocaWed ZiWh Whe VTEPV. 

 To effecWiYel\ VXppoUW WheVe VeUYiceV, SmaUWSZiWcheV haYe a diffeUenW foUZaUding mechaniVm WhaW iV 

 VWaWefXl: deciVion of ZhaW Wo do ZiWh Whe packeW ma\ depend on pUeYioXV packeWV of Whe Vame 

 commXnicaWion. Hence, each packeW beWZeen hoVW A and hoVW B iV pUoceVVed aV a paUW of a VeVVion 

 beWZeen A and B WhaW compUiVeV WZo XnidiUecWional floZV: one fUom A Wo B and one fUom B Wo A. The 

 WeUm VeVVion applieV aV Zell Wo connecWion oUienWed pUoWocolV like TCP oU connecWionleVV pUoWocolV like 

 UDP. 

 The concepW of VeVVion iV impoUWanW becaXVe in man\ caVeV Ueaching Whe foUZaUding deciVion 

 (ZheWheU Wo foUZaUd Whe packeW and if Vo hoZ) UeTXiUeV comple[ pUoceVVing of one oU moUe packeWV 

 and When UemainV Whe Vame foU VXbVeTXenW packeWV of Whe Vame commXnicaWion, 

 The VWaWefXl foUZaUding mechaniVm iV alVo called  cache-based  forZarding  . IW UelieV on a floZ cache, 

 a binaU\ daWa VWUXcWXUe capable of "e[acW" maWching packeWV belonging Wo a paUWicXlaU floZ. The 

 ZoUd "e[acW" implieV a binaU\ maWch eaVieU Wo implemenW boWh in haUdZaUe oU VofWZaUe, Xnlike a 

 WeUnaU\ maWch, VXch aV LPM. The floZ cache conWainV an enWU\ foU each floZ, i.e., WZo enWUieV peU 

 VeVVion. The floZ can be defined ZiWh an aUbiWUaU\ nXmbeU of fieldV, WhXV VXppoUWing IPY4 and IPY6 

 addUeVVeV, diffeUenW encapVXlaWionV, polic\ UoXWing, and fiUeZalling. 

 Cache enWU\ conWainV infoUmaWion needed Wo foUZaUd Whe packeW (e.g., la\eU 2 and/oU la\eU 3 addUeVV 

 of Whe ne[W hop, W\pe of encapVXlaWion, eWc.). 

 The VepaUaWe iniWial pUoceVVing WhaW leadV Wo Whe foUZaUding deciVion ma\ cUeaWe neZ cache enWUieV. 

 When a packeW iV UeceiYed b\ Whe VZiWch, if iW doeV noW maWch an\ enWU\ in Whe floZ cache (a "miVV") iW 

 iV pUoceVVed accoUding Wo Whe iniWial pUoceVVing. OWheUZiVe (´hiWµ), iW iV foUZaUded accoUding Wo Whe 

 infoUmaWion in Whe maWching floZ cache enWU\. 
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 The aboYe figXUe VhoZV Whe oUgani]aWion of WhiV VolXWion. An\ packeW WhaW caXVeV a miVV in Whe floZ 

 cache iV UediUecWed Wo a VofWZaUe pUoceVV WhaW applieV a compleWe deciVion pUoceVV and foUZaUdV oU 

 dUopV Whe packeW accoUdingl\. ThiV VofWZaUe pUoceVV alVo addV WZo enWUieV in Whe floZ cache (daVhed 

 line) foU Whe VeVVion, Vo WhaW VXbVeTXenW packeWV can be foUZaUded oU dUopped aV Whe pUeYioXV 

 packeWV of Whe Vame floZ. 

 BecaXVe Whe pUoceVVing of iniWial packeWV (miVVeV) iV Vo cleaUl\ VepaUaWed fUom Whe pUoceVVing of Whe 

 folloZing packeWV (hiWV), iW can be implemenWed independenWl\ and poVVibl\ on a VepaUaWed 

 e[ecXWion engine. FoU e[ample, hiWV coXld be pUoceVVed b\ a Vpeciali]ed inWegUaWed ciUcXiW oU an 

 applicaWion Vpecific pUoceVVoU (haUdZaUe daWa paWh), Zhile miVVeV coXld be pUoceVVed b\ VofWZaUe 

 UXnning on a geneUal pXUpoVe CPU (VofWZaUe daWa paWh). 

 LeW'V VXppoVe WhaW an aYeUage floZ iV compoVed of 500 packeWV: one Zill hiW Whe VofWZaUe pUoceVV, 

 and Whe Uemaining 499 Zill be pUoceVVed diUecWl\ in haUdZaUe ZiWh a Vpeed-Xp facWoU of 500 

 compaUed Wo a pXUe VofWZaUe VolXWion. In oWheU ZoUdV, cache-baVed foUZaUding alloZV one Wo Wake 

 adYanWage of Whe fle[ibiliW\ of VofWZaUe ZiWh Whe peUfoUmance of haUdZaUe. Of coXUVe, WhiV VolXWion 

 VhoXld gXaUanWee WhaW packeWV pUoceVVed in VofWZaUe and haUdZaUe do noW geW UeoUdeUed. 
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 Since in cache-baVed foUZaUding Whe handling of Whe fiUVW packeW of a floZ oU VeVVion can be 

 implemenWed compleWel\ independenWl\ fUom Whe handling of VXbVeTXenW packeWV, Zhen eYalXaWing 

 Whe peUfoUmance of a SmaUWSZiWch Ze look aW WZo diffeUenW inde[eV: 

 ●  ConnecWionV PeU Second (CPS) offeUV an indicaWion of Whe peUfoUmance in pUoceVVing Whe iniWial 

 packeW of each floZ. 

 ●  PackeW PeU Second (PPS) pUoYideV a meaVXUe of Whe peUfoUmance in pUoceVVing oWheU packeWV. 

 In Vpecific XVe caVeV, comple[ and Wime conVXming pUoceVVing iV alloZed on Whe fiUVW packeW Wo 

 decide ZheWheU and hoZ a floZ VhoXld be foUZaUded ZiWhoXW affecWing Whe WhUoXghpXW in WeUmV of 

 PPS. 

 Scalabilit\ Considerations 

 ThiV aUchiWecWXUe UeTXiUeV WhaW Whe SmaUWSZiWcheV haYe a laUge YolXme of high-Vpeed memoU\ Wo VWoUe 

 all Whe floZ deVcUipWoUV, Whe ACLV, and Whe UoXWeV. CloXd pUoYideUV haYe a laUge nXmbeU of WenanWV 

 each ZiWh WheiU YiUWXal neWZoUk. EYen if UoXWing and acceVV conWUol liVWV (ACLV) UeTXiUemenWV foU each 

 WenanW aUe modeUaWe, Zhen mXlWiplied b\ Whe nXmbeU of WenanWV, WheUe iV an e[ploVion in Whe nXmbeU 

 of UoXWeV and ACLV, Zhich can be difficXlW Wo accommodaWe on Whe hoVW ZiWh WUadiWional Wable 

 lookXpV. IW iV noW XnUeaVonable Wo VXppoUW millionV of UoXWeV and ACLV and WenV of millionV of floZV. If 

 Whe floZ deVcUipWoU iV, leW'V Va\, 256 b\WeV, and Ze haYe Wen million, Whe floZ cache conVXmeV 2.5 GB 

 of memoU\. When Ze add Whe Vi]e of Whe UoXWe Wable, Whe ACL Wable, inWeUmediaWe daWa VWUXcWXUe and 

 code, iW iV noW XnUeaVonable Wo XVe 8 Wo 16 GB of memoU\. ThiV Vi]e of memoU\ cannoW be inWegUaWed 

 on-chip, and WheUefoUe e[WeUnal memoU\ needV Wo be XVed. MXlWiple DDR bXVVeV aUe UeTXiUed Wo 

 obWain high peUfoUmance, ZiWh DDR5 aW Whe higheVW poVVible fUeTXenc\ being deViUable. 

 IW helpV WhaW, ZiWh Whe e[cepWion of Whe floZ Wable, Whe UeVW of infoUmaWion/WableV iV needed onl\ foU 

 pUoceVVing miVVeV, Zhich iV a Vmall fUacWion of Whe oYeUall WUaffic. 

 SerYices Implementation 
 Since VeUYiceV aUe a YiWal feaWXUe of SmaUWSZiWcheV, befoUe going moUe inWo deWail on Whe SmaUWSZiWch 

 aUchiWecWXUe, leW'V conVideU hoZ hiVWoUicall\ VeUYiceV haYe been implemenWed in neWZoUkV. 

 NeWZoUk and VecXUiW\ VeUYiceV haYe WUadiWionall\ been deplo\ed in fUonW of a gUoXp of end hoVWV WhaW 

 VhaUe Vome common fXncWion and aUe Wopologicall\ cloVe: e.g., pUiYaWe coUpoUaWe clienWV, pXblic 

 coUpoUaWe VeUYeUV, Whe VeUYeUV of a Vpecific depaUWmenW, Whe hoVWV of a coUpoUaWe bUanch. In WhiV 
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 conWe[W iW iV naWXUal Wo implemenW VeUYiceV in an appliance WhaW iV locaWed in Whe appUopUiaWe 

 Wopological poViWion, aV VhoZn in Whe folloZing figXUe WhaW depicWV Whe moVW common deplo\menW 

 model foU VeUYiceV VXch aV NAT, load balanceUV and fiUeZallV. 

 TZo chaUacWeUiVWicV of modeUn daWa cenWeUV, combined, conflicW ZiWh WhiV model: 

 ●  TUaffic paWWeUnV acUoVV CloV Wopolog\ (E-W YV N-S) 

 ●  NeWZoUk YiUWXali]aWion 

 WiWh YiUWXali]aWion, Zhile Whe Vame logical model VWill applieV, Whe ph\Vical placemenW of Whe hoVWV, WheiU 

 ph\Vical pUo[imiW\, and Whe naWXUal poinW Wo deplo\ Whe VeUYice applicaWion (on Whe VhoUWeVW paWh of 

 WUaffic Wo and fUom Whe VeUYed hoVWV) haYe diVappeaUed. Of coXUVe! IW iV in Whe YeU\ naWXUe of 

 YiUWXali]aWion (aV Zell aV iWV YalXe and goal) Wo make all fXncWional componenWV (UeVoXUceV, Wopolog\, 

 locaWion) independenW of Whe ph\Vical oneV. HoVWV commXnicaWing ZiWh each oWheU can be an\ZheUe 

 in a daWa cenWeU and conVeTXenWl\ Whe neWZoUk deVign mXVW: 

 ●  PUoYide eTXal and abXndanW bandZidWh beWZeen an\ paiU of hoVWV. 

 ●  SepaUaWe ´ph\Vicalµ adjacenc\ (in Whe IP WeUminolog\ VenVe, namel\ la\eU WZo connecWiYiW\) 

 fUom Whe acWXal ph\Vical Wopolog\. 

 The CloV neWZoUk Wopolog\ ZiWh iWV fUacWal capabiliW\ of Vcaling (poVVibl\ incUemenWall\) b\ adding 

 idenWical componenWV (leaf and Vpine VZiWcheV) inWeUconnecWed accoUding Wo Whe Vame paWWeUn, 

 effecWiYel\ VolYeV Whe fiUVW UeTXiUemenW. 

 NeWZoUk YiUWXali]aWion WechniTXeV, VXch aV SDN (SofWZaUe Defined NeWZoUking) and VXLAN (ViUWXal 

 E[WenVible LAN), addUeVV Whe Vecond UeTXiUemenW. 
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 In WhiV conWe[W, Whe Uemaining challenge iV hoZ Wo deplo\ Whe neWZoUking and VecXUiW\ VeUYiceV in fUonW 

 of Whe (YiUWXal) hoVWV Whe\ VeUYe. In Whe UeVW of WhiV VecWion Ze Zill diVcXVV Whe WhUee aUchiWecWXUeV XVed 

 befoUe Whe adYenW of SmaUWSZiWcheV, namel\: 

 ●  ApplianceV 

 ●  SofWZaUe on Whe hoVW 

 ●  SmaUWNICV 

 ASSOLaQceV 

 ApplianceV aUe ph\Vical bo[eV inVWalled in daWacenWeUV Wo pUoYide a Vpecific fXncWion, e.g., FiUeZall, 

 load-balancing, VP WeUminaWion. The\ aUe XVXall\ bXilW XVing an [86 comple[ and Vome neWZoUk 

 pUoceVVoU oU dedicaWed ASICV Wo impUoYe peUfoUmance. The\ haYe neWZoUk inWeUfaceV WhaW can be 

 configXUed in mXlWiple VLANV, VXLANV, IP VXbneWV, eWc. To peUfoUm WheiU WaVkV, Whe\ need Wo ViW on Whe 

 paWh of Whe neWZoUk WUaffic. 

 IW iV poVVible Wo enVXUe WhiV b\ XVing VepaUaWe ph\Vical oU YiUWXal neWZoUkV and la\eU 2 oU la\eU 3 

 WechniTXeV. FoU e[ample, Whe\ can be configXUed aV Whe IP defaXlW gaWeZa\ foU a gUoXp of hoVWV in a 

 VXbneW foUcing all Whe WUaffic deVWined Wo oWheU VXbneWV Wo go WhUoXgh Whem (la\eU 2 WechniTXe). The\ 

 can alVo injecW UoXWeV inWo Whe neWZoUk XVing pUoWocolV like BGP Wo UediUecW Whe WUaffic foU VXch VXbneWV 

 WhUoXgh Whem (la\eU 3 WechniTXe): a W\pical caVe iV foU a fiUeZall Wo injecW Whe defaXlW UoXWe foU Whe 

 InWeUneW, foUcing all e[WeUnal WUaffic Wo go WhUoXgh iW. 

 Traffic Tromboning 

 WhicheYeU of Whe aboYe WechniTXeV iV deplo\ed, WUaffic beWZeen Wopologicall\ cloVe hoVWV mighW Wake 

 a long deWoXU and geW back, aV VhoZn in Whe figXUe beloZ. 
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 ThiV phenomenon iV commonl\ knoZn aV  traffic trombone  oU  traffic tromboning  , aV Whe Vhape of Whe 

 paWh Waken b\ Whe WUaffic in Whe neWZoUk UeVembleV Whe Vhape of Whe bUaVV mXVical inVWUXmenW WhaW 

 daWeV back Wo Whe 15Wh cenWXU\ and ZhoVe name,  trombone  ,  deUiYeV fUom  tromba  , Whe IWalian ZoUd 

 foU WUXmpeW: a laUge WUXmpeW. 

 In a daWa cenWeU fabUic baVed on a CloV Wopolog\, WUaffic WUomboning UeVXlWV in WUaffic WUaYeUVing Whe 

 leaf-Vpine fabUic WZice, Zhich leadV Wo dXplicaWion of boWh neWZoUk load and Whe laWenc\ 

 e[peUienced b\ Whe WZo hoVWV. 

 Scalabilit\ and Fault Tolerance 

 When VeUYiceV aUe applied Wo WUaffic beWZeen moVW paiUV of hoVWV, Whe appliance becomeV a fXnneling 

 poinW³alVo Uecalling Whe Vhape of a WUombone³WhaW mXVW be WUaYeUVed b\ WUaffic fUom a diVpaUaWe VeW 

 of VoXUce-deVWinaWion paiUV (Vee Whe folloZing figXUe foU a gUaphic UepUeVenWaWion). We Zill WheUefoUe 

 VXbVeTXenWl\ UefeU Wo VeUYice applianceV VXch aV fiUeZallV, IDSV (InWUXVion DeWecWion S\VWemV), NAT 

 (NeWZoUk AddUeVV TUanVlaWion), load balanceUV, aV WUomboneV. 
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 ApplianceV, b\ WheiU YeU\ naWXUe, cUeaWe a neWZoUk WUaffic VcalabiliW\ pUoblem, aV Zell aV a faXlW 

 WoleUance pUoblem: if Whe Vingle appliance failV, iWV VeUYice(V) and Whe WUaffic iW handleV VWop. 

 AddUeVVing WhiV WhUoXgh load balancing among mXlWiple applianceV iV challenging Vince WheiU VeUYiceV 

 aUe ofWen VWaWefXl and  s\nchroni]ing state across  appliances is at best impractical and at Zorst 

 impossible  . 

 LeW·V conVideU a XbiTXiWoXV combinaWion of a fiUeZall and a NAT WhaW Ze all haYe in Whe UoXWeU WhaW 

 connecWV oXU hoXVe Wo Whe InWeUneW. When a famil\ membeU bUoZVeV Whe InWeUneW, a TCP VeVVion iV 

 cUeaWed. The UoXWeU needV Wo cUeaWe a NAT UXle foU Whe oXWgoing WUaffic, bXW alVo a Vecond one foU Whe 

 UeWXUn WUaffic. TheVe WZo UXleV need Wo be kepW foU Whe dXUaWion of Whe TCP VeVVion. 
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 If, foU e[ample, in a coUpoUaWe neWZoUk conWe[W, WZo oU moUe NAT applianceV aUe UeTXiUed foU Vcale oU 

 faXlW WoleUance, one of Whe folloZing VhoXld appl\: 

 ●  DiUecW and UeYeUVe diUecWionV of a floZ VhoXld go WhUoXgh Whe Vame appliance. 

 ●  SWaWe VhoXld be V\nchUoni]ed acUoVV Whe YaUioXV applianceV. 

 FoU e[ample, if a NAT fXncWion iV pUeVenW, Whe packeW on Whe InWeUneW Zill haYe Whe NAT VoXUce IP 

 addUeVV. If mXlWiple applianceV aUe deplo\ed in paUallel, Whe UeYeUVe WUaffic Zill be e[pliciWl\ addUeVVed 

 and UoXWed Wo Whe NAT inVWance ZiWh Whe IP addUeVV XVed foU Whe WUanVlaWion. Hence, Zhen a floZ iV 

 aVVigned Wo a WUaffic WUombone, iW XVeV WhaW paUWicXlaU WUombone foU all iWV dXUaWion oU XnWil Whe 

 WUombone failV. 

 In Whe moUe geneUal caVe ZheUe mXlWiple inVWanceV of an appliance aUe XVed and Whe deVWinaWion IP 

 addUeVV iV Whe Vame foU WUaffic among Whem (e.g., a VWaWefXl fiUeZall), Whe load balancing VolXWion in 

 fUonW of Whe appliance mXVW enVXUe WhaW foUZaUd and UeYeUVe floZV go WhUoXgh Whe Vame inVWance of 

 Whe appliance. 

 MechaniVmV e[iVW foU high aYailabiliW\ acUoVV mXlWiple WUomboneV in caVe of caWaVWUophic failXUeV. 

 NorWh-SoXWh Ys EasW-WesW Traffic 

 NoW eYeU\ WUombone iV a boWWleneck. HiVWoUicall\ WUomboning ZaV happening WoZaUdV Whe Zide aUea 

 neWZoUk, a W\pical e[ample being Whe fiUeZall connecWing a coUpoUaWe neWZoUk Wo Whe InWeUneW. 

 HoZeYeU, XVXall\ in WhaW VcenaUio Whe capaciW\ of Whe link Wo Whe VeUYice pUoYideU iV Whe boWWleneck. 

 Toda\ Vome high end fiUeZallV, albeiW coVWl\, aUe capable of VXppoUWing Xp Wo 100 GbpV. FiUeZallV 

 opeUaWing aW 1 GbpV aUe YeU\ common and cheap, ZiWh 10 GbpV oneV being conVideUed Whe 

 UeaVonabl\ pUiced midUange. TheUefoUe fiUeZallV aUe W\picall\ noW choke-poinWV Zhen XVed Wo connecW 

 Wo Whe InWeUneW, a W\pe of WUaffic WhaW iV alVo called NoUWh-SoXWh in a daWa cenWeU. 
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 DiffeUenW conVideUaWionV appl\ Wo EaVW-WeVW WUaffic, i.e., Whe WUaffic inVide Whe daWa cenWeU. SeYeUal 

 VWXdieV haYe VhoZn WhaW Whe amoXnW of EaVW-WeVW WUaffic iV aW leaVW Wen WimeV laUgeU Whan Whe 

 NoUWh-SoXWh one. 

 When applied Wo EaVW-WeVW WUaffic, Whe fiUeZall WUombone ma\ become a boWWleneck and addiWionall\ 

 deVWUo\ Whe opWimal UoXWine pUoYided b\ Whe CloV neWZoUk, WhXV incUeaVing laWenc\ and caXVing a 

 laUge peUcenWage of Whe neWZoUk bandZidWh Wo go ZaVWed. 

 TheUe aUe indeed enWeUpUiVe deplo\menWV ZheUe WhiV mighW noW be a pUoblem becaXVe Whe WUaffic iV 

 limiWed compaUed Wo Whe laUge capaciW\ of Whe daWa cenWeU fabUic and Whe Vpecific applicaWionV 

 XWili]ed can WoleUaWe laWenc\. BXW, WheUe aUe a VignificanW nXmbeU of caVeV ZheUe WUaffic WUomboning 

 dUaZbackV aUe cUiWical, ZiWh obYioXV e[ampleV being cloXd pUoYideU daWa cenWeUV (ZheUe Whe fabUic 

 bandZidWh iV VhaUed b\ Whe YaUioXV WenanWV) and maUkeW VegmenWV WhaW deplo\ Wime VenViWiYe 

 applicaWionV, VXch aV financial WUading. 

 ThiV anal\ViV of WUaffic WUomboning leadV Wo a Vimple conclXVion: ´WheneYeU poVVible, cenWUali]ed 

 applianceV VhoXld be aYoided foU EaVW-WeVW WUaffic Vince Whe\ aUe boWWleneckV, diVUXpW opWimal UoXWing, 

 and inWUodXce VignificanW laWenc\ and jiWWeU.µ 
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 InVWead, Whe Vame Vcale oXW model XWili]ed foU compXWe UeVoXUceV VhoXld be leYeUaged b\ naWXUall\ 

 placing VeUYiceV aW Whe edge Vo WhaW Whe\ aUe e[ecXWed in a  distributed  faVhion b\ DiVWUibXWed SeUYiceV 

 NodeV (DSNV). ThiV can be achieYed in WhUee diffeUenW Za\V: 

 ●  ThUoXgh VofWZaUe UXnning on Whe hoVW 

 ●  WiWh Whe XVe of SmaUWNICV on Whe hoVW 

 ●  WiWh SmaUWSZiWcheV 

 A WeUminolog\ conVideUaWion: WheUe iV noW \eW an indXVWU\-Zide agUeemenW on naming Whe DiVWUibXWed 

 SeUYiceV NodeV (DSNV). OWheU pUopoValV aUe DPUV (DaWa PUoceVVing UniWV), IPUV (InfUaVWUXcWXUe 

 PUoceVVing UniWV),  FOCPV (FXncWion Offload CopUoceVVoUV), FACV (FXncWion AcceleUaWoU CaUdV), and 

 DSCV (DiVWUibXWed SeUYice CaUdV). We Zill conVideU WheVe WeUmV' V\non\mV in Whe UeVW of Whe docXmenW. 

 SRfWZaUe RXQQLQg RQ SeUYeUV 

 The idea of UXnning neWZoUk, VecXUiW\, and oWheU VeUYiceV in VofWZaUe on Whe VeUYeU iV noW neZ. IW haV 

 Whe inWUinVic adYanWage of pUoYiding VeUYice VcalabiliW\ Vince an\Wime a neZ VeUYeU iV added Wo Whe 

 daWa cenWeU, Whe aVVociaWed VeUYiceV aUe alVo added. IW alVo haV WZo VignificanW diVadYanWageV: 

 1.  SeUYiceV conVXme pUecioXV CPU c\cleV on Whe main VeUYeU CPU, WhXV UedXcing Whe amoXnW of 

 compXWing poZeU aYailable foU XVeU applicaWionV. ThiV cUeaWeV a VignificanW peUfoUmance iVVXe. 

 2.  If Whe VeUYeU iV compUomiVed in an aWWack, Whe aVVociaWed VeUYiceV aUe compUomiVed, WhXV noW 

 pUoWecWing Whe daWa cenWeU fUom "laWeUal" moYemenWV of Whe aWWackeU. 

 In YiUWXali]ed and conWaineUi]ed enYiUonmenWV, UXnning VeUYiceV on Whe VeUYeU can be achieYed b\ 

 e[ecXWing a DSN in a ViUWXal Machine (VM) oU conWaineU UXnning on Whe YeU\ hoVW ZheUe ZoUkloadV 

 UeceiYing Whe VeUYiceV aUe e[ecXWed, aV depicWed b\ Whe folloZing picWXUe. 
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 ThiV appUoach VWill UeVXlWV in a Vmall WUomboning effecW ZiWhin hoVWV (aV WUaffic floZV beWZeen ZoUkloadV 

 and VeUYice VM) oU beWZeen neighboUing hoVWV if VeUYice VMV aUe noW placed in eYeU\ Vingle hoVW. 

 SXch local WUomboning can be aYoided b\ inclXding VeUYiceV in Whe h\peUYiVoU VofWZaUe VWack, foU 

 e[ample ZiWhin Whe YiUWXal VZiWch. 

 BoWh aboYe VolXWionV cannoW be applied Wo baUe meWal (noW YiUWXali]ed) enYiUonmenWV Vince WheUe iV no 

 fooWpUinW Wo UXn Whe VeUYiceV. BaUe meWal VeUYeUV aUe all diffeUenW, and Whe aVVXmpWion iV WhaW WheiU 
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 applicaWion VofWZaUe, opeUaWing V\VWem, dUiYeUV, and Whe keUnel cannoW be modified Vince Whe\ aUe 

 Wied Wo Vpeciali]ed/legac\ applicaWionV. 

 SPaUWNIC 

 To VolYe Whe peUfoUmance and VecXUiW\ iVVXeV aVVociaWed ZiWh VofWZaUe UXnning on Whe hoVW, SmaUWNICV 

 ZeUe inWUodXced. TheVe aUe NICV (NeWZoUk InWeUface CaUdV) ZiWh embedded Vpeciali]ed haUdZaUe 

 (DSN) Wo implemenW and UXn VeUYiceV. The\ ViW aW Whe ideal poinW Wo implemenW WheVe VeUYiceV, i.e., Whe 

 aWWachmenW poinW ZheUe Whe VeUYeU commXnicaWeV ZiWh Whe oXWVide ZoUld. The\ aUe naWXUall\ on Whe 

 WUaffic paWh of neWZoUk and VWoUage, Vee ne[W figXUe. 

 19  � 2022, Pensando S\stems. All rights reserved  PWP22003,  Rev1 



 AdopWing domain-Vpecific haUdZaUe foU VeUYiceV aW Whe edge and inVWalling iW in conjXncWion ZiWh 

 VeUYeUV alloZV VeUYiceV Wo: 

 ●  UXn aW ZiUe Vpeed ZiWhoXW Waking aZa\ an\ UeVoXUceV fUom Whe ZoUkloadV e[ecXWing on Whe 

 hoVWV 

 ●  Vcale aW Whe Vame UaWe aV compXWe. 

 The geneViV of SmaUWNICV iV in Whe pXblic cloXd, ZheUe diVWUibXWed haUdZaUe-acceleUaWed VeUYiceV aUe 

 a pUoYen model. In Whe pXblic cloXd, WheUe iV alVo an inWUinVic need foU mXlWi-Wenanc\. Each WenanW 

 mXVW be pUoWecWed fUom oWheU WenanWV. The infUaVWUXcWXUe iWVelf VhoXld be pUoWecWed againVW WenanWV. 

 One pUoblem WhaW SmaUWNICV onl\ paUWiall\ VolYe iV Whe "baUe meWal" VeUYeU. SmaUWNICV UeTXiUe dUiYeUV, 

 and VomeWimeV Whe baUe meWal VeUYeU UXnV a UecenW OS foU Zhich Whe appUopUiaWe dUiYeU iV aYailable, 

 bXW moVW of Whe Wime, iW UXnV a pUopUieWaU\ OS, oU an old YeUVion of an OS foU Zhich dUiYeUV aUe noW 

 aYailable. The VeUYeU opeUaWoU alVo haV inWUinVic UeViVWance Wo ph\Vicall\ opening each VeUYeU Wo 

 Ueplace iWV NIC ZiWh a SmaUWNIC. 

 Greenfield Ys. BroZnfield Deplo\ment 

 A VWandaUd definiWion of Whe WeUm  greenfield project  iV "a pUojecW WhaW lackV an\ conVWUainWV impoVed b\ 

 pUioU ZoUk." 

 In a gUeenfield inVWallaWion of cloXd infUaVWUXcWXUeV, each componenW iV choVen caUefXll\. FoU e[ample, 

 inVWalling Whe moUe deViUable VeUYeU configXUaWion iV poVVible, inclXding a SmaUWNIC capable of 

 VXppoUWing a DSN. In geneUal, a gUeenfield inVWallaWion offeUV Whe higheVW leYel of fle[ibiliW\ on ZheUe Wo 

 locaWe Whe DSNV. 

 When VeUYeUV aUe deplo\ed in pUodXcWion, Whe\ become  broZnfield  , and WheiU haUdZaUe 

 configXUaWion iV XVXall\ kepW Xnchanged XnWil Whe VeUYeU iV decommiVVioned. TheUefoUe, if a VeUYeU ZaV 

 inVWalled ZiWh a NIC incapable of VXppoUWing a DSN, Whe NIC iV noW XpgUaded. 

 In bUoZnfield pUojecWV, UeWUofiWWing a diVWUibXWed VeUYiceV plaWfoUm iV done b\ adding oU Ueplacing 

 neWZoUk bo[eV ZiWh neZ oneV capable of VXppoUWing DSNV. 

 Si]ing distributed serYices 

 AnoWheU impoUWanW conVideUaWion iV hoZ Wo Vi]e diVWUibXWed VeUYiceV in WeUmV of peUfoUmance and Wable 

 Vi]eV. Some VeUYeUV, being ph\Vical VeUYeUV, YiUWXal machineV, oU conWaineUV, haYe minimal UeTXiUemenWV 

 in WeUmV of e[WeUnal commXnicaWionV, Zhile oWheUV haYe e[WUeme oneV.  Si]ing all Whe SmaUWNICV foU 
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 ma[imXm VeUYeU peUfoUmance ma\ be Woo e[penViYe, Zhile chooVing a moUe effecWiYe VolXWion ma\ 

 be a boWWleneck foU VeUYeUV UeTXiUing VignificanW I/O oU VWoUage bandZidWh. 

 The VolXWion iV VWaWiVWical mXlWiple[ing, i.e., haYing a pool of high-peUfoUmance SmaUWNICV VhaUed b\ a 

 gUoXp of VeUYeUV. The laUgeU Whe collecWion of SmaUWNICV and Whe gUoXp of VeUYeUV, Whe beWWeU VWaWiVWical 

 mXlWiple[ing ZoUkV. The TXeVWion iV ZheUe Wo hoVW WhiV pool of SmaUWNICV. 

 The anVZeU iV Whe Veed idea of SmaUWSZiWch, oU DiVWUibXWed SeUYice SZiWch, i.e., a la\eU 3 acceVV VZiWch 

 WhaW hoVWV one oU moUe DSNV VhaUed b\ all of Whe hoVWV aWWached Wo iW. A SmaUWSZiWch can be 

 implemenWed aV a pool of SmaUWNICV in a WighWl\ inWegUaWed faVhion Vo WhaW Whe SmaUWNICV diVappeaU 

 and Whe SmaUWSZiWch pUeVenWV Wo Whe XVeUV a VWaWefXl VeUYice capabiliW\. 

 Enterprise Data Centers Ys. Public Cloud 

 AnoWheU impoUWanW conVideUaWion iV WhaW EnWeUpUiVe daWa cenWeUV, Zhile poWenWiall\ e[WUemel\ laUge, 

 don'W haYe Whe Vcale of pXblic cloXdV. 

 A diVWUibXWed VeUYiceV plaWfoUm locaWed in a VZiWch iV appealing Wo Whem foU Whe folloZing UeaVonV: 

 ●  IW incUeaVeV EaVW-WeVW VecXUiW\ b\ deplo\ing moUe fiUeZalling and oppoUWXniVWic encU\pWion 

 eYeU\ZheUe (if encU\pWion iV a fUee VeUYice, leW'V XVe iW). 

 ●  IW VimplifieV Whe neWZoUk infUaVWUXcWXUe b\ eliminaWing WUaffic WUomboneV and Whe aVVociaWed 

 oYeUla\ encapVXlaWion. 

 ●  IW bUingV Whem cloVeU Wo a cloXd-like infUaVWUXcWXUe WhaW pla\V Zell ZiWh pXblic cloXdV and can 

 lend iWVelf Wo becoming a h\bUid cloXd. 

 ●  The amoXnW of WUaffic an enWeUpUiVe VolXWion VhoXld VXppoUW, alWhoXgh high, iV noW compaUable 

 Wo WhaW of pXblic cloXd pUoYideUV, and WheUefoUe, VWaWiVWical mXlWiple[ing ZoUkV Zell. 

 EnWeUpUiVeV aUe inWeUeVWed in a WXUnke\ VolXWion WhaW inclXdeV a polic\ manageU and WelemeWU\ WoolV 

 UeTXiUed foU WUoXbleVhooWing and peUfoUmance anal\ViV. 

 SmaUWSZiWcheV eliminaWe Whe need foU coVWl\ diVcUeWe applianceV VXch aV Whe fiUeZall and load 

 balanceU Wo achieYe a loZeU WoWal coVW of oZneUVhip. ThiV UeTXiUemenW iV fXndamenWal in laUge daWa 

 cenWeUV. SWill, iW iV e[WUeme in Vmall VaWelliWe daWa cenWeUV, ZheUe Whe coVW of diVcUeWe applianceV iV 

 VhaUed acUoVV a limiWed nXmbeU of VeUYeUV and, WheUefoUe, becomeV Whe dominaWing facWoU. 
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 SmartSZitches: The NeZ Paradigm 
 The SmaUWSZiWch iV a La\eU 3 VZiWch, aXgmenWed and modified Wo offeU Whe VWaWefXl VeUYiceV XVXall\ 

 pUoYided b\ a SmaUWNIC oU b\ VofWZaUe UXnning on Whe VeUYeU. IW iV aXgmenWed becaXVe iW needV Wo 

 haYe all Whe haUdZaUe ciUcXiWU\ Wo pUoYide VWaWefXl VeUYiceV like fiUeZall, load balanceU, WelemeWU\, eWc. 

 IW iV modified Vince iWV foUZaUding algoUiWhm needV Wo be VWaWefXl Wo pUoYide VXch VeUYiceV. 

 To eaVe Whe inVeUWion, SmaUWSZiWcheV need Wo pUoYide Whe abiliW\ Wo deplo\ VeUYice inVeUWion ZiWh all Whe 

 e[iVWing daWa cenWeU fabUic deVignV, ZheWheU iW iV a la\eU 3 CloV neWZoUk ZiWh leaYeV and VpineV oU 

 WUadiWional acceVV, aggUegaWion, and coUe deVign. 

 SmaUWSZiWcheV alVo need Wo accommodaWe Whe VWandaUd beVW pUacWiceV in Whe daWa cenWeU, VXch aV 

 Whe Zidel\ adopWed VeUYeU dXal-homing deVign (Zhich implieV VXppoUW foU acWiYe/acWiYe VeUYice 

 implemenWaWion), YiUWXal machineV liYe migUaWion, eWc. 

 One poVVible haUdZaUe oUgani]aWion foU a SmaUWSZiWch iV VhoZn in Whe folloZing figXUe. 
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 ThiV VolXWion VhoZV a ToR (Top of Rack) VZiWch (alVo knoZn aV a  leaf sZitch  ) conWaining mXlWiple DSN 

 ASICV WhaW implemenW VWaWefXl VeUYiceV VhaUed among VeUYeUV in a Uack. ThiV VolXWion UedXceV Whe WoWal 

 coVW of oZneUVhip, eVpeciall\ foU enWeUpUiVe applicaWionV, ZheUe iW ma\ be difficXlW Wo jXVWif\ a 

 dedicaWed DSN foU each VeUYeU becaXVe Whe WUaffic YolXme iV noW aV high aV in Whe pXblic cloXd. 

 The figXUe VhoZV a poVVible aUUangemenW ZiWh a SmaUWSZiWch bXilW ZiWh a meUchanW Vilicon VZiWch ASIC 

 and foXU DSN ASICV. The nXmbeU of DSN ASICV ma\ change accoUding Wo Whe VWaWefXl VeUYice 
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 peUfoUmance UeTXiUed b\ Whe VeUYeUV. IW iV alVo conceiYable WhaW aV ASIC Wechnolog\ pUogUeVVeV, Whe 

 nXmbeU of ASIC Zill UedXce, and in Vome caVeV, a Vingle chip Zill inWegUaWe Whe SmaUWSZiWch 

 fXncWionaliW\. 

 PleaVe noWe WhaW fUom a managemenW and WelemeWU\ peUVpecWiYe, managing policieV on a 

 SmaUWSZiWch iV VimilaU Wo managing policieV on a SmaUWNIC; WheUe iV VWill a polic\ manageU WhaW can 

 ZoUk in an\ of WheVe VolXWionV and VhoXld VXppoUW a mi[ of diffeUenW implemenWaWionV in Whe Vame 

 neWZoUk. 

 To implemenW VecXUiW\ acUoVV VMV and conWaineUV in Whe Vame VeUYeU, Whe NIC in Whe VeUYeU VhoXld Vend 

 all Whe WUaffic Wo Whe SmaUWSZiWch; WhiV can be achieYed b\ deplo\ing SR-IOV oU b\ pUopeUl\ 

 configXUing VLANV in Whe VofWZaUe VZiWch in Whe h\peUYiVoU oU Whe hoVWing opeUaWing V\VWem. Each VM 

 oU conWaineU can be Wagged e[pliciWl\; foU e[ample, b\ adding a VLAN Wag, oU iW can be Wagged 

 impliciWl\ b\ iWV VoXUce MAC addUeVV. 

 PleaVe noWe WhaW WhiV VolXWion doeV noW UeTXiUe VXLAN encapVXlaWion becaXVe Whe DSNV in Whe ToR aUe 

 in Whe Vame la\eU 2 domain aV Whe VeUYeUV. 

 CRPSaULQg SPaUWSZLWcKeV ZLWK SPaUWNICV 

 The folloZing Wable compaUeV SmaUWSZiWcheV and SmaUWNICV accoUding Wo VeYeUal diffeUenW 

 paUameWeUV: 

 SPaUWNIC  SPaUWSZLWch 

 SeUYeU applicabiliW\  GUeenfield  BUoZnfield and GUeenfield 

 BaUe meWal VXppoUW  YeV  YeV 

 ReTXiUeV dUiYeUV on VeUYeU  YeV  No 

 PeUfoUmance  HigheVW  High 

 CoVW peU VeUYeU  High  LoZ 

 SXppoUW foU RDMA and VWoUage  YeV  No 

 CeUWificaWion b\ OEM  YeV  No 
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 The "applicabiliW\" of Whe SmaUWSZiWch inclXdeV bUoZnfield, Vince iW doeV noW UeTXiUe opening VeUYeUV Wo 

 change Whe NIC, an opeUaWion WhaW iV UaUel\ peUfoUmed on e[iVWing VeUYeUV. 

 The "BaUe MeWal SXppoUW" iV e[cellenW in Whe caVe of a SmaUWSZiWch, Vince iW doeV noW UeTXiUe WoXching 

 Whe VeUYeU aW all. The "VeUYeU" can be an\ deYice ZiWh an EWheUneW poUW, foU e[ample, an indXVWUial PLC 

 (PUogUammable Logic ConWUolleU). 

 SmaUWNICV UeTXiUe dUiYeUV in Whe VeUYeU OS. ThiV UeTXiUemenW ma\ noW be a big deal if Whe VeUYeU iV 

 UXnning a UecenW YeUVion of a pUimaU\ OS, bXW in Vome caVeV, baUe-meWal VeUYeUV UXn old oU cXVWomi]ed 

 OSeV foU Zhich dUiYeUV aUe noW aYailable oU ceUWified. 

 The peUfoUmance of a SmaUWNIC iV conVideUed Whe higheVW Vince a DSN iV fXll\ dedicaWed Wo a VeUYeU. 

 AdYanced SmaUWSZiWch implemenWaWionV ma\ oYeUcome WhiV obVWacle b\ load balancing VeVVionV 

 coming fUom a VeUYeU acUoVV mXlWiple DSNV. 

 The doZnVide of SmaUWNICV iV high coVW Vince each VeUYeU needV Wo haYe a fXll DSN, eYen if iW iV lighWl\ 

 XWili]ed. 

 SmaUWSZiWcheV aUe deVigned Wo implemenW VeUYiceV foU claVVical neWZoUk WUaffic effecWiYel\. The Vame 

 doeV noW appl\ foU SWoUage and RDMA VeUYiceV WhaW UeTXiUe fXncWionaliWieV on Whe iniWiaWoUV and Whe 

 WaUgeWV. FoU WheVe kindV of applicaWionV, SmaUWNICV mainWain an adYanWage. 

 EnWeUpUiVe and CloXd cXVWomeUV alike ZanW NICV Wo be ceUWified b\ Whe YendoU of Whe VeUYeUV Whe\ 

 deplo\ Whem inWo, Zhich iV noW WUiYial and ofWen UeTXiUeV a long Wime. Since SmaUWSZiWcheV do noW 

 UeTXiUe an\ haUdZaUe Wo be inVWalled on VeUYeUV, Whe\ do noW incXU in WhiV iVVXe. 

 TKe Ke\ DLffeUeQce LQ AUcKLWecWXUe: TKe PeQVaQdR FORZ-BaVed EQgLQe 

 We haYe pUeYioXVl\ menWioned WhaW: 

 SmartSZitches have a different forZarding mechanism that is stateful. Each packet betZeen host A 

 and host B is processed as a part of a session betZeen A and B. The session comprises tZo 

 unidirectional floZs, one from A to B and one from B to A  . 

 SeVVionV and floZV aUe idenWified XVing an e[Wended fiYe-WXple WhaW inclXdeV Whe baVic fiYe fieldV (IP 

 VoXUce and deVWinaWion addUeVVeV, pUoWocol W\pe, TCP/UDP VoXUce deVWinaWion poUWV) and oWheU 

 infoUmaWion like inpXW inWeUface, MAC addUeVVeV, TCP flagV, eWc. 

 When \oX bXild haUdZaUe capable of implemenWing WhiV neZ foUZaUding mechaniVm aW ZiUe Vpeed, 

 man\ neZ feaWXUeV become poVVible. 
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 ThiV haUdZaUe iV Whe  Pensando floZ-based engine  , Zhich  : 

 ●  idenWifieV and WUackV all Whe floZV foU all Whe VeVVionV. 

 ●  XVeV WhiV infoUmaWion Wo foUZaUd packeWV and Wo appl\ VeUYiceV 

 ●  opeUaWeV aW ZiUe UaWe 

 ●  WUackV million of floZV VimXlWaneoXVl\ 

 TUadiWional VZiWching plaWfoUmV haYe no concepW of VeVVion VWaWe and floZ WUacking and WhiV dUaVWicall\ 

 limiWV WheiU capabiliW\ Wo implemenW VeUYiceV. AnoWheU limiWaWion of WUadiWional VZiWcheV iV WhaW ACLV lack 

 Vcale W\picall\ dXe Wo a VhaUed TCAM (WeUnaU\ conWenW-addUeVVable memoU\) implemenWaWion and a 

 flaW polic\ model. The\ aUe alVo limiWed Wo Whe claVVical fiYe fieldV of Whe 5-WXple, ZiWhoXW UelaWion Wo 

 pUeYioXV packeWV (no floZ WUacking). 

 The PenVando floZ-baVed engine VWoUeV each floZ in a floZ Wable. Each floZ Wable enWU\ inclXdeV 

 coXnWeUV and WimeUV. FoU Whe fiUVW Wime in Whe hiVWoU\ of neWZoUking, iW iV poVVible Wo pUoYide pUeciVe 

 infoUmaWion on hoZ each floZ behaYeV, inclXding paUameWeUV like b\WeV and packeW e[change, 

 dela\V, jiWWeU, and bandZidWh.  PUeYioXVl\ WhiV infoUmaWion ZaV aYailable onl\ aW Whe aggUegaWe leYel, 

 foU e[ample, aW Whe inWeUface leYel. ThiV neZ gUanXlaUiW\ iV ZhaW Ze call "TelemeWU\," IW alloZV XV Wo 

 pinpoinW peUfoUmance iVVXeV aW Whe neWZoUk and applicaWion leYel. 

 ThiV WelemeWU\ infoUmaWion ma\ be coXpled ZiWh WhUeVholdV Vo WhaW Whe neZV of floZV miVbehaYing 

 accoUding Wo Vome polic\ definiWion can be VWUeamed diUecWl\ fUom Whe SmaUWSZiWch haUdZaUe Wo an 

 e[WeUnal applicaWion foU fXUWheU anal\ViV, ZiWhoXW Whe inWeUYenWion of Whe conWUol oU managemenW 

 plane. 

 ThiV capabiliW\ Wo WUack VeVVionV iV Whe foXndaWion Xpon Zhich all VWaWefXl VeUYiceV aUe bXilW. 

 A fiUVW e[ample iV NAT in maVTXeUading mode. MXlWiple IP clienWV WhaW XVe pUiYaWe IP addUeVVeV XVe a 

 Vingle pXblic IP addUeVV. SWaWefXl foUZaUding VolYeV WhiV pUoblem YeU\ eleganWl\: Zhen Whe oXWgoing 

 floZ iV peUmiWWed and Whe oXWgoing floZ enWU\ iV cUeaWed in Whe floZ Wable, Whe aVVociaWed incoming 

 floZ enWU\ iV alVo cUeaWed. The WZo enWUieV aUe boXnd in a VeVVion and pUoYide Whe appUopUiaWe 

 fiYe-WXple mapping Wo VelecW Whe UighW pUiYaWe IP addUeVV. 

 A Vecond e[ample iV a VWaWefXl fiUeZall. WheneYeU a fiUeZall iV deplo\ed, iW iV eVVenWial Wo aXdiW iWV 

 opeUaWion Wo deWecW incoming aWWackV and idenWif\ oWheU pUoblemaWic ViWXaWionV dXe Wo 

 miVconfigXUaWion. ThiV iV XVXall\ accompliVhed b\ anal\]ing Whe "fiUeZall log." The PenVando 

 floZ-baVed engine naWXUall\ cUeaWeV Whe fiUeZall log enWUieV each Wime iW alloZV, denieV, oU modifieV a 

 VeVVion and Whe aVVociaWed floZV. IW alVo VXpplemenWV WhiV infoUmaWion ZiWh deWailed WelemeWU\ daWa 

 WhaW giYeV a cleaU Wime YieZ of Whe eYenWV. 
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 SeUYLceV 

 The PenVando floZ-baVed engine iV Whe foXndaWion Wo cUeaWe all Whe VWaWefXl VeUYiceV WhaW aUe Whe 

 XlWimaWe UeaVon Zh\ cXVWomeUV aUe inWeUeVWed in SmaUWSZiWcheV. All of WheVe VeUYiceV VhaUe Whe 

 concepWV of VeVVionV and floZV and dUaZ peUfoUmance and Vcale benefiWV becaXVe Whe PenVando 

 floZ-baVed engine iV implemenWed in haUdZaUe ZiWh Whe pUogUammable P4 aUchiWecWXUe deVcUibed 

 laWeU. 

 Business and Economic Benefits of SmartSZitches 
 The modeUn neWZoUking paUadigm iV VhifWing aZa\ fUom legac\ deVignV WhaW VXppoUW mXlWiple 

 neWZoUking WieUV and diVpaUaWe neWZoUk and VecXUiW\ applianceV (boWh ph\Vical and YiUWXal). MoUeoYeU, 

 man\ enWeUpUiVe oUgani]aWionV aUe bUeaking doZn VepaUaWe Viloed WeamV and adopWing moUe ´cloXd 

 likeµ opeUaWional and oUgani]aWional modelV. SmaUWSZiWcheV pUoYide Whe moVW efficienW VolXWion Wo offeU 

 VeUYiceV in WhiV conWe[W, Zhile aW Whe Vame Wime leYeUaging Whe moVW Xp Wo daWe Wechnolog\ Whe 

 indXVWU\ haV Wo offeU. In paUWicXlaU, SmaUWSZiWcheV aUe XniTXel\ poViWioned Wo VaWiVf\ modeUn daWa 

 cenWeU VecXUiW\ UeTXiUemenWV: 

 ●  DaWa cenWeU ZoUkloadV VhoXld onl\ be alloZed Wo commXnicaWe aV needed (]eUo WUXVW 

 neWZoUking) 

 ●  EaVW-WeVW neWZoUk WUaffic YiVibiliW\ 

 ●  AdapW Wo changeV 

 SRfWZaUe LLceQVLQg aQd SXSSRUW CRVWV 

 In a VcenaUio ZheUe VofWZaUe applianceV aUe deplo\ed aV agenWV on hoVWV Wo implemenW a VecXUiW\ 

 and/oU fiUeZall fXncWionaliW\, VofWZaUe licenVing and VXppoUW feeV aUe W\picall\ boWh one-Wime and 

 ongoing. Specificall\, peUpeWXal hoVW oU VockeW licenVeV, along ZiWh \eaU oYeU \eaU gUoZWh becaXVe of 

 W\pical VeUYeU e[panVion, Zill gUeaWl\ impacW an\ financial anal\ViV oYeU a WhUee \eaU peUiod. YeaUl\ 

 VXppoUW and VeUYice aVVociaWed ZiWh WheVe licenVeV mXVW alVo be conVideUed Zhen compaUing Whe 

 WoWal coVW of VXch VolXWionV Wo a SmaUWSZiWch deplo\menW. 
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 NeWZRUN IQfUaVWUXcWXUe CRVWV 

 GUoZing oUgani]aWionV WhaW ZanW Wo e[pand WheiU e[iVWing infUaVWUXcWXUe Zill find WhaW SmaUWSZiWcheV 

 decUeaVe Whe need foU addiWional VZiWching infUaVWUXcWXUe and VecXUiW\ haUdZaUe, poWenWiall\ VaYing 

 millionV oYeU a coXple of \eaUV. 

 In Whe WUadiWional appUoach VeUYiceV UeTXiUe addiWional infUaVWUXcWXUe Wo connecW VeUYice applianceV, 

 Zhich iV noW jXVW addiWional poUWV, bXW alVo addiWional capaciW\ Wo enable WUomboning of WUaffic Wo and 

 fUom VXch applianceV. MoUeoYeU, offeUing YiVibiliW\ VeUYiceV ma\ UeTXiUe Wo bXild compleWe paUallel 

 neWZoUkV, W\picall\ UefeUUed Wo aV packeW bUokeU neWZoUkV oU TAP neWZoUkV, Wo WUanVpoUW miUUoUed 

 packeWV Wo anal\WicV applicaWionV. 

 SmaUWSZiWcheV, noW onl\ eliminaWe Whe need Wo acTXiUe VeUYice applianceV, bXW alVo Whe neWZoUk 

 infUaVWUXcWXUe Wo VXppoUW Whem becaXVe Whe\ aUe deplo\ed in compXWe domainV diUecWl\ aV ToR 

 VZiWcheV and pUoYide Whe needed VeUYiceV UighW aV Whe WUaffic enWeUV and e[iWV Whe VeUYeUV. 

 AV Whe\ e[pand and XpgUade WheiU daWa cenWeU, oUgani]aWionV Vcale doZn WheiU infUaVWUXcWXUe and 

 aYoid VeUYice appliance pXUchaVeV, Zhich leadV Wo VignificanW capiWal and opeUaWional coVW 

 aYoidance compaUed Wo mainWaining legac\ neWZoUk and appliance haUdZaUe and VofWZaUe. 

 MoUeoYeU, cXVWomeUV can diYeVW fUom WheiU e[iVWing infUaVWUXcWXUe, incUemenWall\ UeWiUing e[iVWing 

 eTXipmenW (boWh VZiWcheV and applianceV) and aYoiding Whe coUUeVponding coVWV (licenVeV, VXppoUW, 

 poZeU, cooling, eWc.), aV SmaUWSZiWcheV VXbVXme Whe fXncWionaliW\. 

 SWabLOLW\ aQd MaQageabLOLW\ 

 LeYeUaging Whe fXll capabiliW\ of SmaUWSZiWcheV Wo addUeVV VecXUiW\ poVWXUe (paWching, XpdaWing, 

 adminiVWeUing) gUeaWl\ UedXceV Whe coVW of mainWenance and VXppoUW W\picall\ aVVociaWed ZiWh Whe 

 legac\ aUchiWecWXUeV. 

 End XVeUV of Whe applicaWionV VXppoUWed b\ SmaUWSZiWcheV benefiW fUom moUe pUedicWable and VWable 

 enYiUonmenWV. EliminaWion WUaffic VWeeUing and WUomboning diUecWl\ WUanVlaWeV inWo moUe pUedicWable, 

 beWWeU peUfoUming daWa cenWeU enYiUonmenWV foU ZhaWeYeU applicaWion W\pe. MoUeoYeU, SmaUWSZiWcheV 

 aUe compaWible ZiWh modeUn neWZoUk deVign (i.e., a collapVed Vpine/leaf WZo-WieU CloV Wopolog\ of 

 la\eU 3 UoXWeUV) Zhich UeVXlWV in a moUe VWable fabUic Zhen compaUed Wo Whe WhUee-WieU legac\ deVign 

 ZiWh la\eU 2 fXncWionaliW\ on Vome deYiceV, la\eU 3 on oWheUV, VeUYice UediUecWion fXncWionV, eWc.. WiWh 

 eYeU\Whing collapVed and ´meVhedµ in Whe Vpine/leaf deVign, Whe neWZoUk iV alVo WoleUanW of deYice 

 failXUe, and oYeUall leVV comple[ fUom a configXUaWion and pUoWocol managemenW VWandpoinW. 
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 AV infUaVWUXcWXUe and XVe caVeV become moUe complicaWed, ZiWh WUadiWional VolXWionV adminiVWUaWoUV 

 can find complicaWionV in pUoYiding Whe appUopUiaWe leYel of peUfoUmance and aYailabiliW\ Wo end 

 XVeUV. ThiV eTXaWeV Wo end XVeUV e[peUiencing a peUfoUmance degUadaWion oU compleWe lack of 

 applicaWion aYailabiliW\ dXe Wo Whe inabiliW\ foU adminiVWUaWoUV and cUiWical VeUYiceV, VXch aV fiUeZallV and 

 load balanceUV, Wo pUoYide UeVoXUceV in a Wimel\ manneU. 

 PXWWLQg IW AOO TRgeWKeU 

 In VXmmaU\, WheUe aUe mXlWiple cUiWeUia Wo eYalXaWe Zhen conVideUing Whe UeWXUn on inYeVWmenW (ROI) oU 

 ToWal CoVW of OZneUVhip (TCO) of SmaUWSZiWcheV: 

 ●  RedXcWion in oYeUall infUaVWUXcWXUe (neWZoUk deYiceV and applianceV) 

 ●  RedXcWion in poZeU and cooling UeTXiUemenWV 

 ●  RedXcWion in VofWZaUe and licenVe coVWV 

 ●  RedXcWion in VeUYice feeV and VXppoUW conWUacWV 

 ●  RedXcWion in managemenW WoolV 

 ●  RedXcWion in opeUaWional e[penVeV 

 ●  HigheVW VecXUiW\ and peUfoUmance benefiWV 

 When all of Whe aboYe aUe Waken inWo accoXnW, Whe TCO of a SmaUWSZiWch-baVed deplo\menW can be 

 VignificanWl\ loZeU Whan WUadiWional VolXWionV. 

 TCO E[ample 

 FoU e[ample, PenVando haV paUWneUed ZiWh AUXba (a HeZleWW PackaUd EnWeUpUiVe compan\) Wo bXild a 

 SmaUWSZiWch, Whe AUXba CX 10000. The folloZing chaUWV (*) compaUe W\pical WhUee \eaU coVWV of Whe 

 YaUioXV haUdZaUe and VofWZaUe componenWV needed in WUadiWional VolXWionV (haUdZaUe applianceV 

 and VofWZaUe agenWV, UeVpecWiYel\), aV Zell aV WheiU VXppoUW feeV, Wo Whe coVW of a VolXWion baVed on 

 AUXba CX 10000 SmaUWSZiWcheV. 

 AV VhoZn in Whe figXUe beloZ, Whe coVW of a VolXWion baVed on haUdZaUe fiUeZallV and ToR VZiWcheV in 

 an enWeUpUiVe daWa cenWeU ZiWh aUoXnd 2,000 VeUYeUV oYeU WhUee \eaUV iV UoXghl\ $2 million higheU Whan 

 Zhen SmaUWSZiWcheV aUe deplo\ed in Whe Vame VcenaUio, Zhich UepUeVenWV a 51% coVW VaYing. 
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 The folloZing figXUe VhoZV WhaW Whe coVW iV eYen higheU if in Whe Vame 2,000 VeUYeU daWa cenWeU fiUeZall 

 and floZ-baVed WelemeWU\ VeUYiceV aUe implemenWed WhUoXgh VofWZaUe agenWV. In WhiV caVe a 

 SmaUWSZiWch-baVed VolXWion pUoYideV 67% coVW VaYingV. 

 (*) DaWa and chaUWV e[WUacWed fUom Whe ZhiWepapeU ´Economic BenefiWV of Deplo\ing AUXba CX 10000 ZiWh PenVandoµ aYailable aW 

 hWWpV://penVando.io/Zp-conWenW/XploadV/2022/02/CX-10000-economic-benefiWV.pdf 
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